The Cyber Savvy Café

Ssn 1 Ep 11: The Little’s

Kids Online and Network Security: A Cyber-Breach Waiting to Happen

How much does your kids' online usage impact the security of your
home network? Find out how and why you may be at risk of a
cyberbreach when children are using the network--and what you can
do about it.

SHOW NOTES

You do everything you can to keep your network secure—but when one of your
kids is online and they click on click-bait...bam! You can get infected with malware
just like that.

1:05 Can you keep your network secure when you have limited control when your kids are online?
“Secure” vs. “Trust” and a Zero Trust policy

2:22 Network Segmentation

Check out Ssn 1 Ep 4: |oT Devices for a more detailed discussion on Network Segmentation at
https://EastAtlanticSecurity.com/Cyber-Savvy-Cafe

3:43 What is Zero Trust Policy?
5:05 How do you protect your network if you only have one computer that the whole family shares?

12:50: Discussion of a company that was breached and faced a devastating ransomware attack due to
the compromised home network of a remote employee.

15:05: Dedicate one computer in your household for sensitive personal information and financial data,
and keep it separated from every other device in the household.

16:00: Four bullet items for best practices

16:35: Discussion of social media pitfalls and how to use it safely if you must do so on a work device.

Your hosts: Rex Nance and Penny O'Halloran of East Atlantic Security, LLC @
https://EastAtlanticSecurity.com/

Voiceover Artist: Paul Kadach at www.voices.com
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